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GNSS solutions are widely spread 
and currently able to provide 
excellent navigation perfor-

mance under a variety of scenarios, 
especially with the advent of assisted and 
cloud GNSS solutions. However, when 
used indoors and in deep urban canyons, 
they still suffer from many challenges 
such as outages of the system due to 
very low signal powers received indoors 
or very high positioning errors due to 
multipath. There are two main ways to 
circumvent such problems and they are 
addressed in the following two sections: 
using hybrid solutions between GNSS 
and a typically complementary solu-
tion, such as cellular, wireless local area 

network (WLAN), or inertial sensors, 
or using purely non-GNSS solutions, 
which might be desirable, for example, 
on low-cost mobile devices not support-
ing GNSS chipsets.

Hybrid-GNSS Localization
Hybrid positioning techniques merge 
GNSS and non-GNSS technologies to 
provide an accurate position of the user 
or device. The non-GNSS category typi-
cally includes all the terrestrial naviga-
tion systems, ranging from cellular to 
WLAN, and from Ultra Wide Band 
(UWB) to Inertial Navigation Systems 
(INS). 

Non-GNSS positioning signals are 
typically referred to as Signals of Oppor-
tunity (SoO). SoO by definition means 
any signal which can be used for posi-
tioning, but which, unlike GNSS, was 
not initially designed with positioning 
purposes in mind (e.g., cellular, WLAN, 
UWB, etc,). A debatable category is the 
category of 5G cellular signals, which 
currently are being designed in such a 

Finding the right balance between sufficient accuracy for a Location 
Based Service and preserving user location privacy to the extent 
desired by the users is one of the challenges in modern GNSS 
localization. This article (the second in a series) aims to shed 
new light on similar location privacy challenges that appear when 
using hybrid-GNSS or non-GNSS localization technologies. 
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way to also support positioning, and 
thus they no longer belong to the SoO 
category. We will briefly discuss 5G posi-
tioning in the next section. 

Another arguable category is the cat-
egory of Internet of Things (IoT) and the 
related IoT positioning. The IoT concept 
is based on the connection of sensing 
devices to the internet, with the objec-
tive of using the information provided 
by the sensors (i.e., positioning infor-
mation) in different applications, such 
as LBS or transportation and logistics. 
IoT positioning sensor networks can 
be divided into homogenous or hetero-
geneous. The heterogeneity definition 
deserves a discussion by itself, but in 
here we refer to this heterogeneity as fol-
lows. In a homogenous IoT architecture, 
the network is only formed by either 
GNSS or non-GNSS sensors. In a hetero-
geneous IoT architecture, the network is 
formed by both GNSS and non-GNSS 
sensors, whose information is then pro-
cessed by a control unit applying hybrid 
positioning techniques. Hybrid (or het-

erogeneous) IoT positioning is discussed 
in this section. Homogeneous IoT posi-
tioning along with modern navigation 
solutions purely based on non-GNSS 
systems are discussed in the next sec-
tion. The rest of this section focuses on 
localization techniques which rely on 
both GNSS and non-GNSS systems.  

The fact that GNSS and non-GNSS 
are complementary technologies 
enables a ubiquitous localization in a 
wide range of working cases, which 
may not be feasible by just using one of 
these technologies. For instance, GNSS 
localization systems offer an excellent 
positioning reliability and accuracy if 
the working conditions are adequate 
enough (i.e., outdoors). Nevertheless, 
their performance in harsh environ-
ments (i.e., indoor, urban areas) may 
be compromised due to the attenuation 
of the signal power or even the loss of 
signal, the multipath propagation, the 
presence of interferences such as jam-
ming and spoofing, etc. Conversely, 
non-GNSS technologies typically pro-

vide reliable positioning in indoor and 
urban scenarios. For example, cellular 
systems, from second generation (2G) 
to the emerging fifth generation (5G) 
are specifically designed for reliable and 
continuous communications in popu-
lated areas, such as indoors and urban, 
and their signals are able to penetrate 
buildings and walls, thus making them 
suitable alternatives for situations where 
GNSS fails. Similarly, WLAN networks 
are widely spread indoors nowadays, 
and their high density and moderate 
propagation ranges (e.g., a few tens of 
meters indoors to a few hundred meters 
outdoors) make them another excel-
lent candidate for offering localization 
solutions complementary to GNSS. 
Therefore, the simultaneous use of such 
technologies by means of hybrid posi-
tioning techniques improves the accu-
racy, fault tolerance, and availability of 
the localization service both outdoors 
and indoors. 

There are different combinations of 
hybrid GNSS and non-GNSS, and these 
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can be classified into two main groups: 
GNSS+INS and GNSS+SoO. Currently, 
hybrid localization with GNSS and SoO, 
such as Long Term Evolution (LTE), 5G, 
UWB, and WLAN, is a hot topic in the 
localization field. 

In the GNSS+INS integration, the 
short-term stable INS data complements 
long-term stable GNSS data. These sys-
tems can provide more accurate and 
precise location information than a 
single system, also yielding information 
during a possible outage of one system. 
In GNSS+INS hybrid localization, the 
inertial information provided by the 
Micro-Electro-Mechanical Systems 
(MEMS) provides location relative to 
a previous location at high rate. Other 
devices such as cameras, radar, barom-
eters, and many more deliver absolute 
position information which can also be 
synchronized with the GNSS signal. Due 
to this hybridization, the accuracy and 
ubiquity of the location service is boost-
ed in indoor and urban environments 
(due to the non-GNSS technologies) 
while still maintaining the outdoor sce-
narios (thanks to GNSS technologies). 
However, INS systems usually require an 
initial calibration, and they accumulate 
position error with time.

For GNSS+INS integration, three 
principle approaches exist: i) loose cou-
pling (combines a GNSS derived posi-
tion with INS data), ii) tight coupling 

(integrates GNSS pseudoranges and INS 
data), and iii) deep coupling (involves 
INS data in the GNSS signal tracking). 
Regarding the location privacy of an 
end user, pure GNSS+INS systems are 
commendable because only the user 
equipment aggregates and processes 
data of both subsystems; no third party 
is involved.

Similar integration concepts can also 
be found for the integration of GNSS 
with terrestrial communication systems. 
Hybridization of position level is always 
possible. Many examples for a tighter 
integration exist as well. For example, 
GNSS+LTE combines GNSS technolo-
gies and cellular-specific technologies, 
including Observed Time Difference 
of Arrival (OTDoA), Uplink-Time 
Difference of Arrival (U-TDoA), and 
Enhanced-Cell ID (E-CID) to provide 
a more robust and ubiquitous localiza-
tion service. Secondly, GNSS+UWB 
mixes GNSS positioning technologies 
and UWB technologies, which usually 
perform Time of Arrival (TOA) tech-
niques. Thirdly, GNSS+WLAN merges 
GNSS and WLAN technologies, which 
often employ Received Signal Strength 
(RSS)-based techniques, to enhance the 
performance of the localization service. 

A sub-group of GNSS+SoO is a het-
erogeneous IoT system, where GNSS 
sensors and terrestrial IoT sensors are 
combined. GNSS technologies suited 

for IoT receivers are hindered by the 
requirements of low computational 
power and low power consumption, 
which might clash with the compu-
tational requirements of GNSS signal 
processing, thus resulting in a faulty 
localization service in severe working 
conditions. In this sense, vendors are 
developing ultra-low power GNSS mod-
ules aimed for IoT mass-market devices, 
with the objective of providing high 
accuracy with low-powered sensors. 

Many studies have been carried out 
evaluating these hybrid systems, in par-
ticular in autonomous vehicle applica-
tions (see J. A. Peral-Rosado et alia in 
Additional Resources), where security 
and privacy are mandatory to avoid 
life-or-death scenarios occasioned by 
attackers. As hybrid systems use GNSS 
and non-GNSS technologies, they also 
suffer from the same security and priva-
cy threats as pure GNSS and pure non-
GNSS technologies, and thus the same 
solutions may be applied (see Location 
Privacy Challenges and Solutions, Part 
1 published in Inside GNSS September/
October 2017 as well as later sections 
of this article). However, as the num-
ber of systems in use increases, so does 
the probability of suffering an attack. 
In addition, the software required to 
carry out the hybrid positioning tech-
niques must offer security and privacy, 
provided by the usual security software. 
If not, this software becomes a security 
breach in the hybrid system that can be 
exploited by attackers.

The threats to location privacy in 
GNSS+SoO are more obscure and possi-
bly more abundant compared to the case 
of GNSS+INS because more parties and 
communication between those parties 
are involved. The parties involved in a 
hybrid GNSS positioning system are: the 
GNSS space segment, the user’s device 
and the network segment, including the 
Location Service Provider (LSP), the 
anonymizer, and the Location Based 
Service Provider (LBSP), as illustrated 
in Figure 1. In practice, some of the 
units shown in Figure 1 can be merged 
or absent. The main GNSS data regard-
ing the user localization comes from the 
satellites. Non-GNSS data for localiza-
tion comes from the LSP. Nonetheless, 
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FIGURE 1  The main entities involved in a typical hybrid GNSS localization system

Service 
provision

Service 
request

Data for 
   user centric-
       positioning and
          user-centric 
              loose/tight fusion

Data for               
network-centric           

position and        
network-centric    
loose/tight fusion

Navigation
messages

User device with hybrid
GNSS location engine

Location-Based 
Service Provider 

(LBSP)Anonymizer

Location Service 
Provider (LSP)

Terrestrial positioning system
Any of these can be collocated; equally, they can be three independent entities

Multi-GNSS constellation
(Galileo, Compass/Beidou, GPS, Glonass)

e.g., company providing the
software (and possibly the

hardware) for indoor 
localization



www.insidegnss.com 	 N O V E M B E R / D E C E M B E R  2 0 17 	 InsideGNSS	 59

as compared to a GNSS-based localiza-
tion, there are several terrestrial entities 
involved in a non-GNSS localization, as 
seen in the “Terrestrial positioning sys-
tem” block from Figure 1. 

First, an LSP should offer an entirely 
software or a hybrid software-hardware 
solution to the user for his/her position-
ing. For example, a mobile application 
for indoor positioning can be down-
loaded from a certain server. Alternately, 
a dedicated positioning hardware solu-
tion can be installed in a shopping mall 
(based on WLAN, Bluetooth Low Ener-
gy BLE, LED, etc.) and users visiting that 
particular shopping mall can download 
the application that uses the dedicated 
infrastructure. The LBSP is the one 
offering the services to the user, such 
as finding an item on a shelf in a super-
market, or finding the cheapest offers 
for nearby restaurants, etc. The LSP and 
LBSP are typically distinct entities, and, 
in order to preserve the users’ privacy, 
they might interact through the help of a 
third entity, called an Anonymizer. This 
is done in order to not send the user’s 
position in clear from one server to 
another. The last entity in the chain is, of 
course, the user mobile device, on which 
the positioning application is running. 

The position can be computed in two 
ways: 
•	 network-centric approach, when the 

LSP computes the user’s position and 
sends it to the user, or 

•	 mobile-centric approach (J. H. Lee), 
when the LSP only sends some of the 
information to the user (e.g., training 
databases, maps, etc.), and the user 
device computes its final position 
based on the signals in range and the 
information received from the net-
work. 
Clearly, the second approach more 

successfully preserves location-privacy 
than the first one.

As mentioned earlier, hybrid GNSS 
positioning systems combine several 
positioning systems, thus they also 
incorporate the vulnerabilities of these 
positioning systems. In a hybrid posi-
tioning system aggregation, pre- and 
post-processing of data can almost 
arbitrarily be divided between LSP and 
user device as long they are able to share 

(intermediate) results. These exchanges 
of information can potentially suffer 
breaches of location privacy. Analogous 
to loose and tight GNSS/INS coupling in 
other hybrid GNSS systems, either posi-
tions or other features derived from the 
signals are used to yield a more robust 
solution. These features are often ranges 
or RSS, but any feature unique to a cer-
tain location could be used. 

The location privacy vulnerabilities 
of hybrid GNSS systems depend on the 
data used by the non-GNSS positioning 
system, i.e., ranges or RSS, and whether 
the data is fused on the device or on the 
network by the LSP. Data that is missing 
at the fusion center must be transmit-
ted to it. Data fusion on the user device 
reduces communication and is typically 
the better choice from a privacy point 
of view. 

Non-GNSS Localization
In recent years, we have witnessed the 
advent of the IoT. Terrestrial IoT can 
have positioning capabilities either 
based on the signal strength of pow-
ers measured at the receiver side or as 
intrinsic to a certain IoT standard, such 
as 5G positioning (A. Dammann et alia; 
M. Koivisto et alia) or LoRa positioning 
(B. Ray).  WLAN is currently the most 
widespread non-GNSS localization tech-
nology in IoT and it is typically based on 
RSS measurements. Cellular technolo-
gies are also gaining prominence in the 
IoT positioning field. The legacy cellu-
lar systems (2G and 3G) do not explic-
itly support positioning signals in their 
standards, but they do have positioning 
capabilities based, for example, on cell–
ID (i.e., positioning of the device inside 
the coverage areas of the heard trans-
mitters), RSS, time of arrival (TOA), or 
time difference of arrival (TDOA). In 4G 
cellular systems or LTE, the Positioning 
Reference Signals (PRS) have been intro-
duced to support TDOA-based position-
ing. The 5G emerging cellular concept is 
based on the assumption of very dense 
Access Nodes (AN), e.g., even down to 
5-10 meters average distances between 
the AN, and very large bandwidths (e.g., 
trend to move towards mmWave com-
munications, where the spectrum is still 
scarcely used or unused). These two fea-

tures strongly support the capacity of 
achieving highly accurate positioning 
and tracking through, for example, com-
binations of TOA, TDOA, and Angle of 
Arrival (AOA) solutions. The privacy 
threats in 5G will likely be related more 
to the attacks during channel transmis-
sion rather than to unsecure or mali-
cious ANs, as the security in 5G has 
been actively addressed, deeply thought-
out and optimized.  

Another category of emerging com-
munication systems with potential sup-
port for positioning is the terrestrial IoT 
category. For instance, Low Power Wide 
Area Network (LPWAN) standards such 
as LoRa, NarrowBand IoT (NB-IoT), 
enhanced Machine Type Communi-
cation (eMTC) or Sigfox, which were 
incipiently devoted to IoT communica-
tions, can also be used for IoT position-
ing. These technologies are also affected 
with the security threats of typical cel-
lular and non-GNSS based localization 
systems. 

The main threats of IoT positioning 
techniques relate to attacks performed 
on the IoT sensor itself instead of the 
localization service. In this context, 
the IoT sensor suffers from similar 
threats as most non-GNSS localiza-
tion techniques, which are node-based 
localization solutions. Finally, in het-
erogeneous IoT sensor networks, as 
the hybrid positioning techniques are 
applied in a control unit and not in the 
device itself by means of software, the 
security breach produced by this soft-
ware is circumvented. It is supposed 
that the control unit is already pro-
tected against attacks which may jeop-
ardize the security and privacy of the 
sensor or user. More aspects related to 
hybrid and non-GNSS localization are 
discussed later.

Passive Positioning Concept
The current literature includes a dual 
definition of “passive positioning.” The 
two definitions, used with opposite 
meanings, are given below:
1.	 “Passive” from the user’s point of 

view: the user terminal is passive, 
meaning that it does not send any 
positioning information to the net-
work; the terminal only receives 
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signalling or other information relevant to its positioning, 
similar to a pure GNSS device. Thus, the network does not 
have any knowledge about the user’s position. The user is 
the only one responsible for calculating his/her position in 
a fully mobile-centric mode and the only one who will have 
that information (see L. Chen et alia and V. Sark et alia).

2.	 “Passive” in the sense of “uninvolved” or non-participative 
user, also referred to as “device-free” localization: the user 
has no idea it is tracked or positioned and the network 
locates and tracks the user without his/her express autho-
rization, typically in a radar-like approach, by using signal 
reflections on the users’ devices or body or passive tags. The 
user terminal can also be seen as “passive” in the sense that 
the user does not take an active part in the localization pro-
cess (see N. Pirzada et alia and Z. Zhang et alia). 
In this article, we adopt the first definition, as it is the one 

strictly associated with a privacy-preserving positioning. We 
also make the distinction here between the LSP, which is typi-
cally the network operator or the provider of the actual posi-
tioning information, and the LBSP, which is the provider of 
a certain service that needs the location information. Many 
times, they are one and the same, but sometimes they can be 
disjoint, e.g., an LBSP in a shopping mall which advertises the 
best-value in that shopping mall can take the position infor-
mation from a separate LSP entity, which might have installed 
a positioning-specific infrastructure in that particular mall.

Location Privacy in Hybrid- and Non-GNSS-Based 
Positioning
In contrast to GNSS, the majority of modern communication 
systems use bidirectional communication and rely on unique 
identification of their nodes. Thus, the network operator is, in 
general, able to obtain knowledge of its user’s whereabouts just 
based upon the proximity to the AN or the transmitter the 
user is connected to. It already becomes clear that revelation 
of location information is almost inevitable when using a com-
munication system for positioning purposes. However, to what 
extent this becomes critical depends primarily on the accuracy 
of the location information and the context it might be linked 
to. The following two sections assess the location privacy vul-

nerabilities of range-free and range-based positioning systems, 
which translate to hybrid GNSS positioning systems as part 
of a loosely or tightly coupled, user-centric or network-centric 
system.

RSS-Based Techniques
Any communication system can also be used deliberately as a 
positioning system. WLANs are among the most prominent 
SoO, providing location information as accurate as a con-
sumer-grade GNSS, but are much less protective of privacy. 
Fingerprinting relies on the concept that signatures of Radio 
Frequency (RF) signals – typically RSS signatures (i.e., RSSs 
and corresponding MAC addresses) – are unique at different 
locations, and that once enough of these signatures are known 
at sufficient locations, a user’s location can be recognized at a 
later stage solely by the signature associated with that location. 
The set of RSS signatures obtained at known locations is known 
as a radio map or fingerprint database.

The vulnerabilities in terms of privacy of a fingerprinting-
based positioning system depend on the type of positioning 
system/infrastructure. Two typologies are prevalent: a) infra-
structure based, or network-centric, and b) terminal based, or 
mobile-centric. In a network-centric positioning system, the 
user observes the signal signatures of the network’s ANs and 
sends them back through the network to the location provider, 
where the location is retrieved as the position that is associated 
with the pre-recorded signatures of the radio map that best 
match the observed signatures. In a mobile-centric system, a 
copy of the radio map is available on the user’s device and the 
position is estimated by the device.

Both, network- and mobile-centric positioning systems are 
prone to breaches of the user’s location privacy due to a com-
munication link that identifies the user device. Let’s consider 
the scenario of an adversary controlling an untrusted network. 
The adversary might use the known AN positions to which 
a user device connects and infer its location roughly based 
on proximity. The location disclosure type of attack basically 
depends on the user’s need and perception of his/her location 
privacy (J. H. Lee et alia) and by the granularity level of the 
position information disclosure, as discussed in our previous 
article. 

We extend that scenario and assume that the attacker 
evaluates packets sent by the user at several ANs in range 
and that the attacker predicts a radio map with a basic path-
loss model and knowledge of the AN positions. Now the 
adversary can use fingerprinting based on the MAC address-
es of the ANs that received packets from the user device 
(MAC addresses are easily obtained by an eavesdropper, as 
they are transmitted in the clear by most existing WLAN 
chipsets.). A rank-based fingerprinting (FP) algorithm can 
be used to match the MAC addresses of the ANs in the range 
of the user with that of the radio map. The adversary might 
as well use fingerprinting with RSS signatures to deduce 
the user’s position even more accurately. In addition to the 
previous case he would need to evaluate the RSS from the 
user’s packets at the different AN positions. The symmetry 
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FIGURE 2  WLAN-based user position estimation via RSSs+MACs and 
radio map knowledge (FP),  via MACs and radio map knowledge 
(rank based FP), or via MACs knowledge only (PL, rank based FP)
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of the channel (ANs’ RSS signature at 
the user position equates to the user’s 
RSSs at the ANs’ location) allows one 
to estimate the user location by match-
ing the observed RSS to a radio map. 
A test performed in a four-floor uni-
versity building in Tampere, Finland 
showed that the accuracy that can be 
obtained by an eavesdropper for RSS 
based FP in WLANs is about 8 meters 
and typically below 10 meters in more 
than 70-80% of cases, as illustrated in 
Figure 2.

Figure 2 shows the positioning accu-
racy (in terms of cumulative distribu-
tion of the distance error) that can be 
obtained by an adversary for the pre-
viously mentioned four-floor building. 
Three different cases are included: i) 
the adversary has access to the training 
database (radio map) and to both MAC 
addresses and RSS measured by the 
untrusted network from the attacked 
device (FP method, average accuracy 
about 8 meters), ii) the adversary has 
access to the training database and 
MAC address knowledge (rank based 
FP method, average accuracy about 
17 meters), and iii) no training phase 
is needed (the radio map is predicted 
based on a simplified path loss (PL) 
model) and the adversary uses only 
MAC address knowledge (PL, rank 
based FP method, average accuracy 
about 27 meters). For networks with 
a low density of untrusted ANs, i.e., a 
few ANs placed in the building by an 
adversary, even the last approach would 
still offer building-level accuracy. If the 
adversary additionally has an actual 
radio map (i.e., training database), the 
average accuracy can decrease to about 
17 meters or even 8 meters, depending 
on the positioning information used 
(MAC only or MAC+RSS).

In the network-centric setting, the 
same vulnerabilities exist. Additional 
risks arise due to the involvement of an 
LSP, storing and processing the user’s 
data with his consent, and the transmis-
sion of information that is part of the 
positioning process, for example, the 
RSS signature measured by the user, or 
the estimated position that is forwarded 
by the LSP to the LBSP. Methods to pre-
vent this are addressed later in this article.  

While some location-related vul-
nerabilities can only be exploited if 
the attacker has access to the network 
or information about it, others require 
information about the positioning sys-
tem. In the worst case, the adversary is 
an untrusted network operator or LSP 
who intentionally computes and/or 
leaks the location data, or who provides 
unintentional access to information that 
allows a third party to compute and/or 
leak the sensitive information.

Assuming a trustworthy LSP/net-
work operator, a mobile-centric posi-
tioning system preserves the location 
privacy better than a network-centric 
one because of the reduced communi-
cation or signaling between the user 
and the network. The location privacy 
in a mobile-centric WLAN position-
ing system can be further protected 
if the user does not need to associate 
with an AN and all necessary data for 
positioning. For example, a fingerprint 
database or access node position are 
broadcast while the user device just 
listens using 802.11’s “monitor mode” 
(F. Gschwandtner et alia). However, this 
scenario is limited to special use cases 
because this mode hinders communi-
cations for the user and is usually not 
enabled by the user. 

Further arguments against the 
mobile-centric approach exist. First, the 
radio map is a valuable key component 
for the location service provider, which 
is therefore reluctant to make it avail-
able without obtaining the user’s loca-
tion information in exchange. Secondly, 
maintaining multiple copies of the data-
base implies additional costs. Thirdly, 
the mobile devices might lack sufficient 
memory and processing power. Thus, 
network-centric fingerprinting systems 
are the common case and one question 
becomes apparent: is the location service 
provider trustworthy?

If the LSP/network operator cannot 
be trusted, then an end-to-end encryp-
tion is required to preserve location 
privacy. For a network-centric position-
ing system, in which the user’s loca-
tion is estimated by the LSP, end-to-
end encryption can be achieved if the 
required computations are executed 
on the encrypted data. Homomorphic 

encryption allows computations on the 
encrypted data that, once decrypted, 
equal the result of the same computa-
tions performed on the plain data. For 
example, the Pallier cryptosystem, 
which provides only additive homomor-
phism and therefore reduces computa-
tional complexity, has been applied to 
WLAN fingerprinting (H. Li et alia). As 
the homomorphic property is reduced 
to additions, more complex operations 
can be decomposed and precomputed 
such that the LSP can perform signature 
matching based on additions only. How-
ever, transmitting several precomputed 
terms increases the communication 
overheads. Alternative secure two-party 
computation protocols, such as Additive 
Sharing, Yao’s Garbled Circuits, might 
further reduce the computational bur-
den. Their use for RSS-based finger-
printing is currently under investigation.

One might conclude that, in order to 
achieve reasonable location privacy on 
the device, an end-to-end encryption is 
indispensable during communications 
and at the LSP side. The use of (partial-
ly) homomorphic encryption points to 
a promising direction, however, many 
practical issues have still to be solved. 
Given the diversity of pattern match-
ing algorithms used in fingerprinting, 
the privacy protection scheme must be 
included in the design of the position-
ing system.

Timing and Angle-Based Techniques
Typically, timing and angle-based 
positioning methods require that the 
user device is communicating with 
the network. Examples of timing and 
angle-based positioning solutions 
widely used in cellular systems are, 
for example: TOA, TDOA, Round Trip 
Times (RTT), Time Of Flights (TOF), 
Angle or Direction of Arrival (AOA/
DOA), Differential Direction of Arriv-
al (DDOA), etc. Due to these commu-
nications over wireless channels, an 
untrusted network could get access to 
the user location information, but due 
to synchronization, authentication, 
and signaling requirements in various 
cellular and non-cellular communica-
tion networks, it is much harder for 
an attacker to build such an untrusted 
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network, compared with the case when 
only RSS information is used. 

An alternative to the situation 
when the user communicates with the 
network in order to get his/her posi-
tion information via timing or angle 
approaches is the situation when the 
network broadcasts some signaling 
messages for all users in range, and such 
broadcast messages include the location 
of the network ANs, the starting time 
of the signaling message, and possibly 
some additional information, such as 
the forwarding time between two ANs. 
This approach has been proposed for the 
future 802.11az WLAN standard (see 
Additional Resources) and it is worth 
mentioning because it can offer a fully 
privacy-preserving approach, as the user 
is not sending back any information to 
the network. The concept is illustrated 
in Figure 3. 

The ANs in a certain area or building 
are assumed to be synchronized and to 
belong to a certain LSP. One of the ANs 
in the network acts as an initiator and 
starts sending broadcast and forward-
ing messages in its range. Each AN that 
receives a forwarding message, re-sends 
it further with a certain delay (known 
to the network and broadcast in the 
broadcasting message). The mobile user 
receives such broadcast messages from 
all the ANs in range, and it is able to 
compute its position via hyperbolic tri-
lateration (V. Sark et alia), as the ANs’ 
positions are known (transmitted in the 
broadcast messages). Such a positioning 
mechanism has recently been studied by 
E. S. Santiago. It has been found that at 
least 10 ANs must be in range of the user 
mobile in order to achieve good location 
accuracy. A basic open-source simulator 

for 802.11az-based positioning studies 
is also available from E. S. Lohan (see 
Additional Resources).

Methods to Protect Location Privacy
As the discussions so far show, there is 

an emerging need for protecting user 
location privacy and various methods 
and measures have already been stud-
ied or adopted. In our previous article, 
we described several possible methods 
currently used or proposed to protect 
location privacy, such as location cloak-
ing, location obfuscation, position shar-
ing, k-anonymity approaches, and mix 
zones. Table 1 presents a summary of 
privacy-preserving or privacy-protecting 
methods for user wireless localization.

The listed methods have been devel-
oped in light of certain attack scenarios 
and are vulnerable to attacks in which 
the adversary has further knowledge 
than originally assumed in the sce-
nario. Here we mention only the base 
algorithms, to which many extensions 
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Method Stakeholder in charge Challenges

Laws and policies to protect 
the privacy of localization

Governments  Typically, slow process and only 
a general framework that must 
be filled sensibly by the service 
providers

Mobile-centric (“passive”) 
localization, according 
to the first definition of 
passivity (see fourth section 
of this article)

Device manufacturers 
and LSP

High computational complexity 
and high power consumption 
on battery-operated user 
devices; might be unfeasible for 
low-cost IoT sensors

Random user identities LSP User’s identity can usually be 
easily inferred from four or more 
regular locations

Hashed-based ID variation LSP and Anonymizer There is typically the need 
for a third party, called an 
Anonymizer; issues of trust and 
security might be raised when 
the additional link to/from the 
Anonymizer is introduced

k-anonymity/ spatial 
cloaking/ mix zones

LSP and Anonymizer Also typically needs a third party, 
called an Anonymizer. Finding 
a sensible area of k users of the 
cluster may also be challenging.

Spatial and/or temporal 
position obfuscation 

LSP Inaccurate or imprecise; 
applicability depends on the 
granularity required for certain 
LBS

Encryption & cryptographic 
keys

User and LSP/LBSP Computational complexity

Position Sharing LSP /LBSP Infrastructure and 
communication overhead

Secure clouds LSP Deriving powerful cryptographic 
methods with low latencies

Proximity-based access LBSP Attackers found in the proximity 
of the user can still eavesdrop 
the user’s location

Table 1 Summary of privacy-preserving methods in user localization

FIGURE 3   “Passive positioning” via TOF, according to 802.11az upcom-
ing standard

Forwarding message

Synchronized AN network

AN1

AN2 AN3

Broadcast
messages

Broadcast
messages

TOF measurements



www.insidegnss.com  N O V E M B E R / D E C E M B E R  2 0 17  InsideGNSS 63

exist. In general, the more information 
and context an adversary can link to 
the location data, the less effective these 
privacy-preserving methods will be. 
According to the protection goal, these 
context components are typically user 
location, temporal information, and user 
identity. Some privacy-preserving meth-
ods may need to be combined in order to 
achieve full user protection.

Conclusions
In comparison to modern GNSS solu-
tions, such as Cloud and Assisted GNSS, 
where privacy of localization studies 
have only recently emerged, the location 
privacy in hybrid- and non-GNSS local-
ization systems is a multi-faceted issue 
where many solutions have already been 
studied and published in the research 
community. These interdisciplinary 
efforts need to be further consolidated 
to design privacy-preserving IoT local-
ization technologies and services. There 
is a clear inherent tradeoff between the 
granularity of defining the location 
accuracy by a certain Location Service 
Provider and the level of location pri-
vacy that the user can reach. Herein we 
have summarized some of the existing 
solutions for preserving the user’s loca-
tion privacy. We have also pointed out 
that the research on location privacy is 
a worthy endeavor for future position-
ing systems targeting sub-meter level 
accuracies. 
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